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void CWE476_NULL_Pointer_Dereference__binary_if 01 _bad()
{

twolntsStruct *twolntsStructPointer = NULL;
/* FLAW: Using a single & in the if statement will cause both sides
of the expression to be evaluated
* thus causing a NPD */
if ((twolntsStructPointer != NULL) & (twolntsStructPointer->intOne
==5))

{
printLine("intOne ==5");
}
}
}
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void CWE476_NULL_Pointer_Dereference__char_16_bad()
{
char * data;
while(1)
{
/* POTENTIAL FLAW: Set data to NULL */
data= NULL;
break;
}
while(1)
{

/* POTENTIAL FLAW: Attempt to use data, which may be NULL */
/* printLine() checks for NULL, so we cannot use it here */
printHexCharLine(data[0]);

break;



}
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void CWE476_NULL_Pointer_Dereference__deref_after_check_03_bad()
{
if(5==5)
{

/* FLAW: Check for NULL, but still dereference the pointer */
int *intPointer = NULL;
if (intPointer == NULL)
{
printIntLine(*intPointer);

}

}
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