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void CWE416_Use_After_Free__malloc_free_char_01_bad()

{

char * data;

/* Initialize data */

data= NULL;

data = (char *)malloc(100*sizeof(char));

if (data == NULL) {exit(-1);}

memset(data, 'A’, 100-1);

data[100-1] ="'\0";

/* POTENTIAL FLAW: Free data in the source - the bad sink attempts to
use data */

free(data);

/* POTENTIAL FLAW: Use of data that may have been freed */

printLine(data);

/* POTENTIAL INCIDENTAL - Possible memory leak here if data was not
freed */
}
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void CWE416_Use_After_Free__malloc_free_int_01_bad()

{

int * data;

/* Initialize data */

data= NULL;

data = (int *)malloc(100*sizeof(int));
if (data == NULL) {exit(-1);}

{

size_ti;
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for(i = 0; i< 100; i++)
{
datali] = 5;

}
/* POTENTIAL FLAW: Free data in the source - the bad sink attempts to
use data */
free(data);
/* POTENTIAL FLAW: Use of datathat may have been freed */
printintLine(data[0]);
/* POTENTIAL INCIDENTAL - Possible memory leak here if data was not
freed */
}
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void CWE416_Use_After_Free__malloc_free_struct_03_bad()
{
twolntsStruct * data;

/* Initialize data */

data= NULL;
if(5==5)
{

data = (twolntsStruct *)malloc(100*sizeof(twolntsStruct));
if (data== NULL) {exit(-1);}

{
size_ti;
for(i = 0; i < 100; i++)
{
data[i].intOne = 1;
datali].intTwo = 2;
}
}

/* POTENTIAL FLAW: Free data in the source - the bad sink attempts to
use data */
free(data);
}
if(5==5)
{
/* POTENTIAL FLAW: Use of datathat may have been freed */
printStructLine(&data[0]);
/* POTENTIAL INCIDENTAL - Possible memory leak here if data was not
freed */

}
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